E-Quote Install

You must have Java (version 8 or higher) installed on your computer to run the E-Quote application. To
determine if you have Java installed, go to the Check Java Install section of this document
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Instructions:

The application may be downloaded from the internet by navigating to:
https://www.michigan.gov/lara/bureau-list/lcc/equote

Select the link “E-Quote Entry Screen for Vendors - Supported on all web browsers with Java 8 or
higher”, which will trigger a download of a file named frmservlet.jnlp.

- . — —

EF Downloads P Qe
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See maore

Once the file is downloaded, you should click the folder icon, then right-click on the file to “Send To...”
the desktop. This will create a shortcut you can use to access the E-Quote application without needing
to go to the webpage.

Note: If frmservlet.jnlp doesn’t download, please try a different browser, or refer to the section below
titled “Exception Site List”. Your employer may also have security policies in force that prevent the
download and\or execution of the application.

Double-click the new desktop icon and initially, a “java console” window will open. You can ignore (but
not close) this window, then another window will display, along with the login box. You can now log in
with the credentials you were provided. If you get a security warning popup, click the “Continue”
button.
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https://www.michigan.gov/lara/bureau-list/lcc/equote
https://www.lara.michigan.gov/forms/frmservlet?config=EQUOTE
https://www.lara.michigan.gov/forms/frmservlet?config=EQUOTE

Verify Java is Installed in Windows:
1. Openacommand prompt window by searching in the bottom left-hand corner.

Al Apps Documents Web More ¥

Best match

Command Prompt
App

Apps

@ Dell Command Update >

B Developer Command Prompt for VS N
2017

B Nodejs command prompt >

B x86_x64 Cross Tools Command
Prompt for VS 2017 (2)

Intel® Graphics Command Center >
% This PC >
Search the web

L comm - See web results >
People (1+)

Settings (7+)

< B |

2. Typeinthe command “where java” without the quotes. This should provide you with a path if
Javais installed. Highlight and copy this path, you may need it for step 3. If no path, then see
the “Installing Java” section.
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3. Make sure that your JAVA_HOMIE variable is set to the path indicated in the previous step:
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Open “Control Panel” Advanced System Settings (Control Panel\All Control Panel
Items\System) and select Environment Variables. If you don’t have a “Java_Home” entry,
or the path is incorrect, you may add or edit as needed. (You may be able to search for

“Environmental Variables” in “Settings” if you are having problems navigating in “Control
Panel”.)

You must be logged on as an Administrator to make most ofthese changes.
Performance

Visual effects. processor scheduling. memory usage, and virtual memory

User Profiles

Desktop settings related to your sign-in

Settings...

Startup and Recovery

System startup. system failure, and debugging information

Settings...

Environment Variables...

User variables for GabrishM1

Variable Value A |

l JAVA_HOME C\Dewava\jdk1.8.0_242 |

New... Edit... Delete



Installing Java
1. Navigate to https://www.java.com/en/download and click the link to “Agree and Start Free
Download”.

2. Navigate to the Java control panel form your computers control panel

[E3 all Control Panel tems
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3. Click the “Edit Site List” button on the “Security” tab of the control Panel. Click the “Add” button
and add “https://www.lara.michigan.gov” to the list.

|£] Java Control Panel - X |&] Exception Site List x|
Advanced |

General Java |S

I Applications launched from the sites listed below will be
Enable Java content for browser and Web Start applications T e ]

. Location
Security level for applications not on the Exception Site list https: j/micsspa. state. mius: 4025 -
O Very High https://midoc.dataig.gt.us: 443/
Only Java applications identified by a certificate from a trusted authority are hittps://nytd acf.hhs gov
allowed to run, and only if the certificate can be verified as not revoked. https:/fremote. mphi.org
https:/fremote.nbec.org
@ High https: /ftreasinternal {
Java applications identified by a certificate from a trusted authority are allowed to https: /fwww.medicare-solution. com/

run, even if the revocation status of the certificate cannot be verified.

https:/fwww.lara.michigan.gov

[ Remove

"'-LU FILE and HTTP protocols are considered a security

Exception Site List We recommend using HTTPS sites where available.
Applications launched from the sites listed below will be allowed to run after the
appropriate security prompts.
http://10.136.5.247 i~ - Cancel

http://172.24.26.14/ [—1
http://fnorsdev:9082/navigator/ v Edit Site List...

View the active Deployment Rule Set

Restore Security Prompts Manage Certificates...

Cancel Apply

8/30/2022


https://www.java.com/en/download
https://www.java.com/en/download

4. In the “Advanced” tab make sure that Use SSL 2.0 compatible ClientHello format is Un-checked

|£ | Java Control Panel — X

General Java Security Advanced

(O Publisher's certificate only A~
(@ All certificates in the chain of trust
(O Do not check (not recommended)
Check for signed code certificate revocation using
(O Certificate Revocation Lists (CRLS)
(O online Certificate Status Protocol (OCSP)
(@ Both CRLs and OCSP
Perform TLS certificate revocation checks on
(O server certificate only
(@ All certificates in the chain of trust
~(0) Do not check (not recommended)
Check for TLS certificate revocation using
(O Certificate Revocation Lists (CRLS)
(O online Certificate Status Protocol (OCSP)
(@ Both CRLs and OCSP
Advanced Security Settings
~[_] Enable the operating system's restricted environment (native sandbox)
Use certificates and keys in browser keystore
Enable blacklist revocation check
Enable caching password for authentication
,
Use TLS 1.0
Use TLS 1.1
Use TLS 1.2
Miscellaneous
~[] store user settings in the roaming profile
[ Place Java icon in system tray
< >

Cancel Apply

IM

5. Delete temporary files by navigating to the “General” tab, selecting “Settings...”, selecting
“Delete Files...”, and clicking “Ok” when the first two checkboxes are checked. See image.

[ P —— -

General Java Security Advanced

About
View version information about Java Control Panel.

About...

Network Settings

€ Network settings are used when making Internet connections. By default, Java will use
1 the network settings in your web browser. Only advanced users should modify these
settings.

Network Settings...

e

Temporary Internet Files

3 Files you use in Java applications are stored in a special folder for quick execution later.
3 Only advanced users should delete files or modify these settings.
5 T———n
4lTe i Files Settings X ‘
4 L
1 Keep temporary files on| Delete Files and Applications X
Location A
5 Select the location whd Z ! E Delete the following files?
bi n1\AppData\LocalLow’ -
€ ace and Log Files
Disk Space ached Applications and Applets
Select the compressior] [[] installed Applications and Applets

1 Set the amount of disk

I Delete Files... I [ Restore Defaults | |
e

8/30/2022



“Untrusted website” error
As stated in the Instructions section, you will most likely still see this error:

Security Warning X

Do you want to Continue?
The connection to this website is untrusted.

4 ! 5 Website: https://laradev.state.mi.us:443

Note: The certificate is not valid and cannot be used to verify the identity of this website.

Continue Cancel

Please click continue to continue through to the log in.

To potentially eliminate this message, you can download and import the website security certificate as
follows:

Download the certificate:

Go to https://www.michigan.gov/lara/-/media/Project/Websites/lara/lcc/EQuoteCert.cer

Import The Certificate:

For users with Mac OS, follow the certificate importation instructions at this link:
https://www.digicert.com/kb/ssl-support/p12-import-export-mac-mavericks-server.htm#import certificate

For Windows users, open “Settings” on the browser you will be using. Search for “Certificates”. Click on
“Manage Certificates”. This should open a pop-up similar to this:

Intended purpose: <All= w

Personal  Other People  Intermediate Certification Authoriies  Trusted Root Certificatior| 4 |

Issued To Issued By Expiratio...  Friendly Mame
Sl cheneyr cheneyr 2{3f2120 <None>
_Aﬁeneyr@niﬁigan. ... Communications Server  9/22/2020  <None>
[FlsoM\cheneyr SOM\cheneyr 7/29/2020  <None>

| Export... Remove Advanced

Certificate intended purposes
Encrypting File System

Close

”

Click “Import...
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https://www.michigan.gov/lara/-/media/Project/Websites/lara/lcc/EQuoteCert.cer
https://www.digicert.com/kb/ssl-support/p12-import-export-mac-mavericks-server.htm#import_certificate

Click “Next”

Click “Browse” and select the file from the export, then Click “Next”

€ L¥ Certificate Import Wizard

File to Import
Specify the file you want to impart.

File name:

C:\Users\cheneyr'\Downloads\E-Quote_Cert.cer ||I Browse... I|

Note: More than one certificate can be stored in a single file in the following formfits:

Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #£7 Certificates (.P7B)

Microsoft Serialized Certificate Store {.55T)

Cancel

8/30/2022



Select “Place all Certificates in the following store”

Browse and select “Trusted Publisher”

Click “Next”

€ L# Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

(O Automatically select the certificate store based on the type of certificate
Iace all certificates in the following store

Certificate store:
Wrmshed Publishers |

|i Browse... I|

Mext | Cancel

Click “Finish”, then “OK”

€ L Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

‘fou have spedified the following settings:

Certificate Store Selected by User [RIFE iRl == ¢
Content Certificate
File Name

C:\Users\cheneyr\Downloads \E-Quote_Cert.cer

]
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Downloading errors

If you get an error like this when trying to download the Java installer, then you will need to contact your IT
department to have them resolve the issue.

' . ®

- Error - Java Installer x -
Download failed:
from=https:/fjavadl.aracle. com/webapps/download/GetFile/1.

U 8.0_321-b07/df5ad55fdd604472a86a45a217032cTd /wind ows-i5 \l
86/au.msi, -
to=Ch\Users), "AppDataiLocallowhOracle'Java'jre1.8.0_32
Thau.msi

lestio na
te En BErs

If you are getting an error with the download of the frmservlet.jnlp file, verify that you have included the
LARA web site in the trusted website list (see Installing Java, steps 2 and 3)
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